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ABSTRACT

We propose a new watermarking method that hides the
writer’s identity into symbolic musical scores featuring fin-
gering annotations. These annotations constitute a valu-
able part of the symbolic representation, yet they can be
slightly modified without altering the quality of the musi-
cal information. The method applies a controlled distortion
of the existing fingerings so that unauthorized copies can
be identified. The proposed watermarking method is robust
against attacks like random fingering alterations and score
cropping, and its detection does not require the original
fingering, but only the suspect one. The method is general
and applies to various fingering contexts and instruments.

Keywords. Watermarking, fingering

1. INTRODUCTION

In this work we consider symbolic musical scores that con-
tain fingering annotations. Such fingerings ease the score
interpretation for the beginner player, and can guide the
professional player. Producing high quality fingerings is a
complex and costly task for the score writer. Up to now, it
mainly remains an hand-made task, although several auto-
matic fingering methods have been recently proposed [1–
3].

The score writer’s investment is threaten by the devel-
opment of musical scores in digital form. Any buyer of
such scores can obtain a perfect copy of the files and resell
illegal copies. Watermarking is a known tool to protect the
intellectual property of digital content, and it can be envi-
sioned for musical scores as well. This would enable the
distribution and sharing of score files marked by the copy-
right of their owner(s), just like score sheets are nowadays,
but with the numerous advantages associated with the dig-
ital format.

Several methods have been proposed to hide the owner’s
identity into score images, by changing pixels [4], staff
thickness [5] or symbols shape [6, 7]. These approaches
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are well fitted for protecting score images, but are not rel-
evant for data exchange in a symbolic format like Mu-
sicXML [8]. Given the high cost of producing a symbolic
digital score, writers may demand a robust mechanism to
embed their copyright mark in the music symbolic repre-
sentation. This copyright mark must be preserved through-
out the operations that can be applied to the digital repre-
sentation (e.g., transposition). It should not depend on side
aspects such as graphical output details (e.g., the thickness
of staff lines) which can easily be replaced or even elim-
inated without harm, as they are not part of the symbolic
representation. Finally, the watermark should not alter the
music content. In order to satisfy these requirements, our
approach consists in watermarking the existing scores an-
notations. In the present paper we apply the idea to finger-
ing annotations. Up to our knowledge, this is the first work
on watermarking the music semantics itself.

The key idea of the method, given a musical score and
a hand-made high quality fingering, is to choose several
short secret fragments of the score. Given a score frag-
ment, we replace the existing fingering with another fin-
gering, chosen secretly among several computer-made fin-
gerings of comparable quality. All secret choices are made
using a cryptographic pseudo-random number generator,
seeded by a summary of the musical structure and with a
secret key known only by the legitimate owner. The re-
sulting fingering will be published with the musical score.
Finally, given a suspect score, the correspondence of the
suspect fingering with our secret choices on our secret frag-
ments acts as the proof of ownership. Our method applies
to any fingering scenario, as soon as a quality metric of
fingerings is available along with an automatic fingering
method for small fragments (such as in piano or guitar mu-
sic for example).

It should be clear that we protect the combination of the
score and its fingering, and not the score itself. We also
suppose that the attacker cannot afford to alter the score
significantly, as this would result in an unsellable score
(nevertheless we moderate this assertion in Section 3).

Outline. The paper is organized as follows. In Section 2
we introduce our general model for fingering and water-
marking. Section 3 presents our watermarking and detec-
tion algorithms. Section 4 discusses several issues on the
robustness of the watermark against natural score manip-
ulation or malevolent attacks. Experiments assessing our



method are presented in Section 5. Section 6 briefly covers
the related work, and Section 7 concludes.

2. FINGERING AND WATERMARKING

2.1 Fingering

The method proposed in this paper applies to any finger-
ing context, but for the sake of simplicity we will focus
on right-hand piano fingering for melodic inputs. Given
a score in symbolic notation, we abstract it as a sequence
s = (n1, . . . , nN) of N consecutive notes. A fingering
f(ni) for a noteni is an integer in{1, 2, . . . , 5}, where
number 1 to 5 represents the right-hand fingers respecting
the usual conventions. For example,f(A) = 2 means that
note A will be played by the forefinger.

The watermarking method uses an estimate of the qual-
ity of a fingering, that is related to the player inner feelings.
We suppose the existence of a cost functioncost(f, s) that
provides the cost of fingeringf for the scores: the higher
the cost output by this function, the lower the quality of the
provided fingering (such functions exist for several instru-
ments like piano [1]). We will explicit this function in our
experiments in Section 5, but our method applies to any
such function. We also often use the cost of a fragmentw
of the scores, that we denotecost(f, w, s).

The first staff of Figure 1 presents an original score frag-
ment with fingering annotations build by the score writer.
Fingering annotations appear above the score. Annotations
below the score are presented here only for the purpose of
explanation, but are not published by the score writer. They
show the cumulative cost of playing the score with the cor-
responding fingering (for example, playing the whole score
costs 50 according to the chosen cost function).
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Figure 1. Different fingerings of the same score, with cu-
mulative costs

2.2 Watermarking protocols

A watermarking protocol is a pair of algorithms(W ,D),
whereW andD are the marker and detector algorithms re-
spectively (see Figure 2). Given an original scores and a

high quality fingeringf , the score writer will watermark
it by obtaining a specific fingeringfM = W(s, f,K), de-
pending on a secret numerical keyK. The watermarked
score(s, fM ) is sold to the customer. If a suspect copy
(s∗, f∗) is discovered, the detectorD applied on(s∗, f∗)
using the secret keyK should outputguilty if f∗ was
obtained fromfM , andnot guilty if f∗ is a fingering
obtained independently fromfM . A watermarking proto-
col is said to beblind if the original fingering is not needed
at detection time, which may be useful as writer’s finger-
ings may not be accessible easily or archived properly. The
suspect fingering may have been also attacked/distorted
before reselling, in order to erase the watermark. A wa-
termarking protocol is said to berobust if it can still de-
tect reasonably altered fingerings. Finally, respecting usual
conventions, marker and detector algorithms are public,
and their security relies only on the secret key.
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Figure 2. Protecting score and fingering by watermarking

3. FINGERING WATERMARKING

3.1 Watermarking algorithm

Algorithm 1 gives the pseudo-code of the watermarking
algorithm. Given a scores, the algorithm scanss by con-
sidering only a window ofk consecutive notes (line 4 and
5). For each window, we first decide if it constitutes a good
candidate for watermarking (line 6 and 7). This choice is
secret and is based on the window content, the secret keyK
and a watermarking ratioγ known only by the score writer
(this will be explained in the next section).

If a given windoww is considered for watermarking,
we focus on its first noteni. We try to replace the original
fingeringf(ni) for this note by another one,f ′(ni), also
chosen secretly between the 5 possible fingerings for our
piano example (line 9).

We compare the cost of this new fingeringcost(f ′, w, s)
on window w with the cost of the original fingering
cost(f, w, s) on w (line 10). If the new cost exceeds the
previous one by a limitε, we cancel this modification (line
12). If the new fingering has a reasonable cost, we keep it
for publication. Parameterε, chosen by the score writer,
controls the allowed amount of alteration that results from
the watermarking process, and guarantees to produce fin-
gerings with a good quality.

The second staff on Figure 1 demonstrates the process.
For example, the 9th note (E) is considered for watermark-



Algorithm 1: Watermarking
Input: a scores of N notesn1, . . . , nN , a high

quality fingeringf for s, a secret keyK, a
window sizek, a quality thresholdε, a rateγ.

Output: A watermarked fingeringf ′.
begin1

// copyf to f ′2

f ′ := f3

for i = 1 to N − k + 1 do4

w = ni.ni+1 . . . ni+k−1 // reference window5

seed PRNGG with signature(w).K6

if (G.nextInt() mod γ = 0) then7

// try to watermark the first note8

f ′(ni) := G.nextInt() mod 59

if (|(cost(f ′, w, s) − cost(f, w, s)| > ε) then10

// revert changes11

f ′(ni) := f(ni)12

end13

end14

end15

returnf ′16

end17

ing. Its original fingering (finger 2) has been replaced by
a new fingering (finger 1). This yields a overhead cost of
2, which is considered reasonable for this example. The
overall watermarking process yields a total cost overhead
of 4 on the score fingering.

3.2 Randomness

We now explain how random choices are made. Given a
windoww, we compute a musical signature ofw based on
the core music content ofw (signature()function, line 6).
This function first simplifies the score by eliminating anno-
tations and ornaments that are pointless for our algorithm
and transposes the score into a common key. This will
protect the score against naı̈ve transposition attacks (but of
course, fingering costs are computer according to the orig-
inal score). Second, it is invariant against score rewriting
replacing a note or group of notes by an equivalent encod-
ing (for example, replacing a half note by two tied quar-
ters). In this paper, the signature is the concatenation of
transposed note pitches, where consecutive equal pitches
are suppressed. For example, the signature ofABAABC is
ABABC (seen as a number), and time is not taken into ac-
count.

We concatenate this signature with the secret keyK (a
number), known only by the score writer. Then, we seed a
cryptographic pseudo-random number generator (PRNG)
with this number (as in [9]). This generator is used for all
subsequent choices and has interesting properties. First,if
it is seeded with the same value, the produced numbers are
deterministic. Hence, if we know the secret key, we will
be able to reproduce the pseudo-random choices made at
watermarking time. Second, if the secret key is unknown,
the generator outputs look completely random and can not

be reproduced. Hence an attacker, unaware of the secret
key, is fighting against randomness.

3.3 Detection algorithm

Algorithm 2: Detection
Input: a suspect scores of N notesn1, . . . , nN with

its fingeringf∗, a secret keyK, a window size
k, a quality thresholdε, a rateγ, a security
parameterδ.

Output: guilty or not.
begin1

// copyf∗ to f ′2

f ′ := f∗3

total := 0, match := 04

for i := 1 to N − k + 1 do5

w = ni.ni+1 . . . ni+k−1 // reference window6

seed PRNGG with signature(w).K7

if (G.nextInt() mod γ = 0) then8

// check this window9

// compute awaited value10

f ′(ni) := G.nextInt() mod 511

if (|(cost(f ′, w, s) − cost(f∗, w, s)| ≤ ε) then12

// probably watermarked position13

total++14

if (f ′(ni) = f∗(ni)) then15

match++16

end17

end18

else19

f ′(ni) := f∗(ni) // revert changes20

end21

end22

end23

if (match/total > 1
5 + threshold(N, δ)) then24

return guilty25

else26

return not guilty27

end28

end29

The detection algorithm (see Algorithm 2 for the pseudo-
code) proceeds like the marker algorithm. Using the same
window size, watermarking ratio and secret key used at
watermarking time, we seed the generator with each win-
dow signature and the secret key (line 7). Hence, the same
random choices made at watermarking time are reproduced.
Thus we can locate exactly those windows selected at wa-
termarking time (line 8). Then,since the detector does not
have the watermarked fingering for comparison(blind de-
tector), we have to assess that this position has really been
used for watermarking. For that, we replace the fingering
of the first note by the awaited one, using the random gen-
erator (line 11). We then compute the cost of this finger-
ing. If it exceeds the error limitε, we discard this window
and restore the initial fingering (line 20). If error limit is
respected, then this position is probably a watermark (line



14). We then compare the awaited fingering with the found
one (line 15). For the whole score, we maintain the ratio
of the number of matching fingerings with the number of
windows considered for detection. If this ratio exceeds a
given threshold (line 24), we consider the score as suspect
(the threshold value is discussed below).

4. DISCUSSION

In this section we discuss several classical issues relatedto
watermarking algorithms.

Impact on quality. Since the PRNG outputs random num-
bers with uniform distribution, the probability of a window
w to be considered for watermarking is1/γ. The impact
of watermarking this window can not be higher thanε.
Hence, for aN notes score, the mean overall alteration
is at mostε⌊N − k⌋/γ.

Window size. As the window sizek increases, the amount
of randomness injected into the random generator extends.
If we consider reasonable scores whose notes spans 2 oc-
taves, there is up to14k potential fingerings fork consecu-
tive notes. We chosek = 5 in our experiments, leading to
half-a-million distinct window signatures.

False positives probability and threshold function. A
false-positive detection occurs when the detector considers
a random score as guilty. Clearly, this probability must
be negligible. Letδ be this acceptable probability, say
δ = 10−10. Let us consider a random score. The prob-
ability of a given window to be selected by the detector
is 1/γ. For piano fingering, the probability of a finger-
ing to correspond – by chance – to the watermarked one
is 1/5 (as there is 5 different possible fingerings). Hence
the average number of total matches on a random score is
⌊N − k⌋/5γ. By the Hoeffding Bound [10], the probabil-
ity that the detector ratiomatch

total
on a random score deviates

from the previous average is such that

P [|
match

total
−

1

5
| > threshold(N, δ)] < e−2N

γ
threshold(N,δ)2 .

Hence, choosingthreshold(N, δ) =
√

γ
N

ln 1
δ

guarantees

a false positive rate smaller thanδ. For example, on a score
of 10 000 notes with a watermarking periodγ = 10 and
δ = 10−10, the recommended threshold is 0.22.

Available bandwidth. Robustness and significance are
proportional to the amount of watermark bit that can be
hidden. In popular guitar pieces (e.g., guitar scores and
tablatures for beginners), a significant number of water-
mark positions are available. But music for expert players
may contain only a few fingering annotations. If this num-
ber is not sufficient to reach the security limit, or if the
musical corpus is made of small pieces only, a natural ex-
tension is to consider the watermarking of an entire piece
collection (collected in a CD for example). The watermark

is spread on the collection, and since the detection method
uses only a finite-size sliding window, the order of pieces
within the collection is pointless at detection time. The
method is also robust enough to recover the watermark on
a subset/superset of scores.

Attacks. An attacker suspecting the occurrence of a wa-
termark may try to evade detection by several means. First,
the attacker can add easy-to-correct errors in the fingering.
To be successful, the attacker will have to add such errors
all along the piece, in order to erase sufficient watermark
positions. Hence the overall fingering is full of error. Sec-
ond, the attacker can leave the fingering unchanged, but
add errors on the score itself, in order to break synchroniza-
tion with the fingering. If errors are simply note rewritings,
the signature method will probably recover the correct one.
If the error is big, it will break one watermark position.
Again, errors must span the whole score to be efficient,
which is unreasonable (due to lack of space, we omit the
mathematical proof of these statements. They are similar
to the false-positive analysis).

Another approach for the attacker is to refinger the score.
A complete rewriting represents a significant amount of
work, so why would this attacker bother buying a fingered
score in the first place ? On the contrary, a small refin-
gering acts as a random attack, as the attacker has no idea
where to perform this fingering.

Finally, the malevolent user can attack the score struc-
ture. Brute-force transposition is not sufficient, as we nor-
malize the score in a specific key for detection. A first
technique is to resell only subscores (excerpts). This can
occur even for a normal buyer using the score. However,
as long as a significant fraction of the piece is present, the
watermark can be detected (this fraction is typically 30%
in the database watermarking literature [9]). If less than
1/3 of the piece is stolen, the loss of property is harmless.
If an attacker mixes a watermarked collection with a huge
number of unwatermarked pieces, the argument is similar.

A last technique is to fold or unfold the score according
to repetition symbols. This attack can be counterfeited by
discarding repeated parts in thesignature() function,
both for watermarking and detection.

5. EXPERIMENTS

5.1 Data, cost function, parameters

Our experiments are based on 50 Chopin piano pieces from
the KernScores repository [11], for a total of around 10
000 notes. Original fingerings were found with a Dijk-
stra algorithm using a fingering cost function close to [1]
and [2] (our method supposes hand-made high quality fin-
gerings, but this approach is sufficient to measure the wa-
termarking impact on quality). These models encompass
the cost of playing a note with a given hand position (ver-
tical costcostv(f, n)), and the cost of the transition be-
tween one hand position to the next one (horizontal cost
costh(fi, ni → fi+1, ni+1)). These costs are constant val-
ues that agree with the human hand physical possibilities



(the precise definition of these costs in not relevant for the
present paper, we refer the reader to [2] for in-depth expla-
nation.) The costcost(f, n) of a fingeringf is the sum of
its horizontal and vertical costs, i.e.,

cost(f, n) =
N

∑

i=1

costv(fi, ni)+costh(fi, ni → fi+1, ni+1).

We used window sizek = 5, error toleranceε = 10
and detection threshold0.8 (vertical and horizontal costs
for one note or transition spans between 0 and +14).

5.2 Experiments

Figure 3 shows the impact of the watermarking method for
various values of watermarking periodγ. Clearly, a period
smaller than 5 yields a huge distortion, and greater values
tend toward a constant error with respect to the original fin-
gering. Figure 4 and 5 study the impact of a random attack
that tries to erase the watermark as follows: a note fin-
gering is chosen with probability1/γa, and changed into a
random fingering up to a cost impact of 10. Figure 4 shows
the attack impact on the watermarked fingering quality for
various values ofγa. It appears that the attack impact is
larger than the watermark impact on the fingering cost:
choosingγa < 5 leads to fingerings with poor (unsellable)
quality. Figure 5 shows the attack impact on the detec-
tor ratio. Choosing a detection threshold of0.8 guarantees
that all suspect fingerings are correctly detected, expect for
those with attackγa smaller than 6. Hence, Figure 4 and 5
argue that any attack tricking the detector also destroys the
fingering quality. Finally, Figure 6 shows that using a ran-
dom secret key does not yield false positive detection (the
correct key is presented at index 50.)

Figure 3. Impact of watermarking on fingering cost

6. RELATED WORK

Hiding information (for various purposes) in musical scores
is an old story. A study of music score watermarking was
performed during the WEDELMUSIC project. A good
survey [12] recall these approaches. In the visual domain,

Figure 4. Impact of attack on fingering cost

Figure 5. Impact of attack on detector’s output

Figure 6. Detector output for random secret keys (correct
one at 50)



classical but adapted image watermarking techniques can
be applied on the image of a musical score. The water-
mark can be hidden by altering grayscales, or the binary
representation of images, or the pixels themselves. In the
musical notation (but still into the score image), one can
alter the staff thickness, the vertical or horizontal distance
between notes or groups of notes, notes orientation, thick-
ness [5] or shape [6, 7]. A little is known on information
hiding into the music semantics, where our work stands.

Our method shares some similarities with database wa-
termarking methods: watermarking of relational databases
of numerical values [9], numerical data streams [13] and
XML streams [14]. All these methods use the same PRNG
technique, and [15] and [14] also use a finite window to
scan a numerical or textual stream. The main difference
is that respecting fingering cost is more subtle to maintain,
and require several rollbacks during watermarking.

7. CONCLUSION

On-line distribution of musical scores is a promising area.
Among other advantages, it could offer instant access to
music collections, a wide diffusion of rare musical pieces,
and computer-based services to browse, recommend, search
and analyze music. However, producing music scores is a
costly process and the protection of score writers against il-
legal copies is a prerequisite for on-line collection to emerge.
In the present paper, we propose a watermarking algorithm
based on the idea that the owner signature should be based
on the musical content (which can hardly be modified) and
hidden in a valuable annotation of this content – namely,
fingerings. We propose a simple algorithm and show that
it results in an effective protection. Although currently lim-
ited to fingerings, we believe that our approach can be ex-
tended to music annotations in general, for instance texts
in vocal music. We are currently investigating this larger
context.
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